AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM BATA 

(Submissions must be unclassified and reach the Infouftation Security Oversight Office (JSOO) no later than November 15 following the repotting period.) 


/• •• vw- . "" vv.-w-v. •• i- • ,( 

I. Enter (lie Fiscal Year that this report covers. 

'• 2017 

2. Identify the Department, Independent agency, or 
Establishment that is covered by this report. 

2 * Headquarters US Africa Command 

3. Enter the name and title of. the Senior Agency 
Official (as defined in E,0.13526. section 5.4(d)) 
responsible ior this report. 

<bX3)/(b)<6) CMD Security Manager 

4. Pohit-cf-contRCt responsible for answering questions about this report! 

4a. Name; 

40. (b)(3)/(b)(6) 


4b. Title: 

4b. 

Asst Information Security 

4c. Email address: 

4c, (b)(3)/(b)(6) 

4d, Phone number: 

4d. (b)(3)/(b)(6) 

1 PARTS:Officials wiffi Original CTa^ficatknAutfccrity . 

5. Enter the number ofagency officials whose highest level of original classification authority is TOP SECRET. 

5 ' 4 

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

S ' 5 

7. Enter the number ofagency officials whose highest level of original classification authority is CONFIDENTIAL. 

7 - 0 

8. Total number of officials with original classification authority. (Sum of blocks 5,6, and 7) 

an 


^ - sy; ^li^rddu^oii^&flcSopios * T -#\r ! 

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

9, q 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 

10. o 

U. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 and 10) 

lh 0 0 

12. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

I2 - 0 

13. Enter the numberof original SECRET classification decisions made during the reporting period with 
declassification Instructions ranging from ever 10 years to 25 years. 

“• 0 

14. Total number of SECRET original classification decisioos. (Sum of blocks 12 and 13) 

l4 ' 0 0 

IS. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 years or less. 

15. 0 


16. q 

17. Total number of CONFIDENTIAL original classification decisions, (Sum of blocks 15 and 16) 

l7 - 0 0 

18. Total number oforiginal classification decisions. (Sum of blocks 11,14,attd 17) 

f8 ' 0 0 
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OTHER: Type Department, Independent agency, or Establishment 

_ Headquarters US Africa Command _ 


Derivative clas'sification^sftHe mwiporaSiig,parapl^mgi;te^m^.ior ge : riei^ng:mmiwTonn ihfomation.tIiat is already classified.’.This 
includes^classificafidn b'ased oil ciassifi'catlb%gu , idesorother Wdrce' s ddcwEeri6;'iJiovide'injR>riaationon’aI] cidssificationdtt5i5ions, regardless of 
.> ** -Yths metfia?including-those. documented and count reproductions or copies.) ‘ *' 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

> 9 . 727 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

2 °' 68,568 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21 5150 

22. Total number of derivative classification decisions. (Sumofblocks 19,20, and 21) 

22, 70,022 0 


23. Enter the number of REQUESTS received during the reporting period. 

23- t 

24. Enter the number of REQUESTS closed during the reporting period. 

24 - 1 

25. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in full. 

25a. Q 

b. Declassified in part. 

25b. 0 

c. Denied declassification. 

25 °- 179 

d. Total number of requested pages 3cted on. (Sum of blocks a, b, and c) 

25d. 17g 0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. q 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request. 

27 ’ 30 

28. Enter the number of REFERRED REQUESTS received during the reporting period. (Number of requests 
referred to your agency from another agency) 

24 0 


29. Enter the number of APPEALS received during the reporting period. 

29. 0 

30. Enter the number of APPEALS closed during the reporting period. 

30. 0 

3L Of the APPEALS entered into block 30, enter the number of pages that were: 

3U 0 

a. Declassified in full. 

316. 0 

b. Declassified in part. 

3,6. Q 

c. Denied declassification. 

3>c. Q 

d. Total number of appealed pages acted on. (Sum of blocks a, b, and c) 

314 0 0 

32. Enter the number of APPEALS that have been unresolved for over one year. 

32. Q 

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 

33. Q 


34, Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 34- 

to your agency from another agency) 0 
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OTHER: Type Department, Independent agency, or Establishment 
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y ;i ... • 

35. Enter the number of pages RENEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526, 

35. 

0 

36. Enter the number of pages DECLASSIFIED under automatic declassification. 

36. 

0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 

E.O. 13526. 

37. 

0 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 

38. 

0 

39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of 
E.O. 13526. 

39. 

0 

40, Enter the number of pages DECLASSIFIED under discretionary declassification. 

40. 

0 

PART-H: Internal Agency Oversight * 

41. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (E.O. 13526, section 1.8) 

41. 

0 

42. Enter the number of CHALLENGES where the classification status was fully affirmed. 

42. 

0 

43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part. 

43. 

0 

• . .‘.PART I: intelligence Community (IC)Information . .« 

This section applies only to IG.agencies and IC.cqmironentsof other agencies vvKo originally apply. ORCON.and ORCQN-TJSGOy 
dissemination control. This information, along with lSO0*s.^nnu^'-ixii^ect^Q'reports.vvlH-'be used to inform the iatmu^ rej»rt to^the DN1 on the 
\ . " •'! . use of dassiitcation iharkings. • .. A.-..V ■ , t ."\ 

Organization’s classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product ) 
originally marked ORCON. 

44. Enter PERCENTAGE of your organization’s classified disseminated analytic products originally marked 

ORCON. 

44. 

0.00% 

45. Enter TOTAL NUMBER of your organization’s classified disseminated analytic products originally marked 
ORCON. 

45. 

0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full, 

46. 

0 

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 
explanation for partial denial in part J below. 

47. 

0 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation For denial in part J 
below. 

48, 

0 


Organization's classified disseminated analytic product (as defined in ICD 2D6 Sourcing Requirements for Disseminated Analytic Product ) 
originally marked QRCON-L'SGQV. __ 


49. Enter PERCENTAGE of your organization’s analytic products originally marked ORCQN-USGOV. 

49. 

0.00% 

50, Enter TOTAL NUMBER of your organization’s analytic products originally marked ORCON-USGOV. 

50. 

51. Provide TOTAL NUMBER of reports of potential misapplication ofthe ORCON marking. Provide background 
information on each occurrence in Part J below. 

51, 

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control marking? If yes, provide explanation in Part J below. 

51 N/A 
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OTHER: Type Department, Independent agency, or Establishment 

_ Headquarters US Africa Command _ 

- ■ FART J: Explanatory Comments ■■•ri' v ~.' •. ■"■j,' 

Use this space to elaborate on any section of this form. Ifmore space is needed, provide as an attachment to thisform. Provide explanations for 
any significant changes in trends/numbers from the previous year's report. ________ 

1. This SF 311 Fiscal Year 2017 report includes sampling and raw data collected form the 
Headquarters, United States Africa Command, (USAFRICOM) its Staff Directorates, Special 
Staff Offices, and from it's geographically separated Combined Joint Task Force - Horn of Africa. 
This report does not include data from service component commands such as US Army Africa, 
US Air Force Africa, US Navy Africa and Special Operations Command - Africa. 

2. USAFRICOM received Original Classification Authority at the Secret and Top Secret levels in 
January and July 2010 respectively. Please see attached delegations. 

3. While no formal mandatory declassification reviews were processed through US Africa 
Command during the reporting period; the US Africa Command Freedom of Information Act 
(FOIA) office maintains and annually reports of FOIA requests that include classified information. 
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DEPUTY SECRETARY OF DEFENSE 

lOlO DEFENSE PENTAGON 
WASHINGTON. DC 20301-1010 


JUL 1 9 2010 


MEMORANDUM FOR CHIEF OF STAFF, U.S. AFRICA COMMAND 
SUBJECT: Delegation of Top Secret (TS) Original Classification Authority (OCA) 

In response to your November 5, 2009, memorandum, the following positions in 
U.S. Africa Command (USAFRICOM) are hereby delegated OCA for information within 
their areas of responsibility up to TOP SECRET. This authority is provided in 
accordance with DoD 5200.1-R, ‘information Security Program” for the following 
positions: 

• Commander; 

• Deputy to the Commander for Military 7 Operations; 

• Deputy to the Commander for Civil Military Activities; and 

• Chief of Staff. 

Before exercising this authority, each OCA designee is required to receive training 
in original classification as outlined in DoD 5200.1-R. In no case shall information be 
classified, continue to be maintained as classified, or fail to be declassified to: 

• Conceal violations of law, inefficiency, or administrative error; 

• Prevent embarrassment to a person, organization, or agency; 

• Restrain competition; or 

• Prevent or delay the release of information that does not require protection in 
the interest of national security. 

Violations of the provisions of DoD 5200.1-R and Executive Order (EO) 13526, 
“Classified National Security Information” are cause for removal of this authority. OCAs 
shall prepare classification guides to facilitate the proper and uniform derivative 
classification of information, in accordance with DoD 5200.1-R. OCA designees shall 
provide a copy of their guide(s) to the Office of the Under Secretary of Defense for 
Intelligence by September 1, 2010. 


cc: 

Commander, USAFRICOM 
Deputy to the Commander of Military Operations, USAFRICOM 
Deputy to the Commander for Civil Military Activities, USAFRICOM 





INTELLIGENCE 


UNDER SECRETARY OF DEFENSE 

5000 DEFENSE PENTAGON 
WASHINGTON, DC 20301-5000 


JAN 2 5 2010 


MEMORANDUM FOR CHIEF OF STAFF, U.S. AFRICA COMMAND 
SUBJECT: Delegation of Secret Original Classification Authority (OCA) 

In response to your November 5, 2009, memorandum, the following positions in 
AFRICOM are hereby delegated OCA for information within their areas of responsibility 
up to SECRET. This authority is provided in accordance with DoD 5200.1-R, 
Information Security Program: 

• Director, Intelligence and Knowledge Development (IKD: J2); 

• Director, Operations and Logistics (OPLOG: J3/J4); 

• Director, Strategy, Plans and Programs (SPP: J5); 

• Director, Command, Control, Communications and Computer Systems 
(C4S: J6); and 

• Commander, Combined Joint Task Force Horn of Africa (CJFT-HOA). 

Before exercising this authority, each OCA designee is required to receive training 
in original classification as outlined in DoD 5200.1-R. In no case shall information be 
classified, continue to be maintained as classified, or fail to be declassified in order to: 

• conceal violations of law, inefficiency, or administrative error; 

• prevent embarrassment to a person, organization, or agency; 

• restrain competition; or 

• prevent or delay the release of information that does not require protection in 
the interest of national security. 

Violations of the provisions of DoD 5200.1-R and Executive Order 13526, 
“Classified National Security Information,” are cause for removal of this authority. 

OCAs shall prepare classification guides to facilitate the proper and uniform derivative 


O 



classification of information, in accordance with DoD 5200.1-R. OCA designees shall 
provide a copy of their guide(s) to the Office of the Under Secretary of Defense for 
Intelligence by April 1, 2010. 



cc: 

Director, Intelligence and Knowledge Development (IKD: J2) 

Director, Operations and Logistics (OPLOG: J3/J4) 

Director, Strategy, Plans and Programs (SPP: J5) 

Director, Command, Control, Communications and Computer Systems (C4S: J6) 
Commander, Combined Joint Task Force Horn of Africa (CJFT-HOA) 



